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TEPMWHBI U OITPEJEJIEHUA

Aymenmughuxayusn — JleHcTBUS 1O MpOBEpKe MOIMHHOCTH CyObeKTa J0CTyna B HH(MOp-
MalMOHHOM CUCTEME

Be3zonacnocme ungopmayuu — COCTOSHUE 3alWIICHHOCTH HH(OPMALUH, IPH KOTOPOM
obecriedeHbl ee KOH(PHUACHIHATBHOCTE, TOCTYITHOCTD U IIEJIOCTHOCTh

TI'ocyoapcmeennas ungpopmayuonnas cucmema — iHGOpPMaLMOHHAs CUCTEMa, CO3/laBaeMast
B IIESX pealnd3alliy IMOJHOMOYMH rOCy/lapCTBEHHBIX OpraHoB M oOecrieueHus obOMeHa
uHpopMaLHei MeXIy STHMH OpraHaMH, a TaK)Ke B UHBIX YCTaHOBJIEHHBIX (e/iepanbHbIMH
3aKOHAMH LENSIX

Jlocmyn k ungpopmayuu — BO3MOXKXHOCTE IOIy4YeHUsI HHPOPMALUU U ee UCII0JIb30BaHHs

Hocmynnocms — cOCTOsIHUE HHPOPMALHH, XapaKTepU3yeMoe ClIOCOOHOCTRIO TEXHUYECKHX
cpencTB U MHOOPMAIIMOHHBIX TEXHOJOTHH obecreunBaTh OECHPENATCTBEHHBIM JOCTYI K
uHbopmanuu cyObeKTOB, UMEIOIIUX Ha 3TO IMOJIHOMOYHS

3awuma ungopmayuu om HeCaHKYUOHUPOBAHHO20 Oocmyna — 3alluTa HMHPOpMAaNUH,
HalpaBJieHHasl Ha MpeJOTBpallleHHue TOJyYeHHUs 3alyiaeMoil HHpOpPMalMU 3aHHTEPEeCO-
BaHHBIMHU CyOBEKTaMH C HapyIlIEHUEM YCTaHOBIIEHHBIX HOPMAaTHBHBIMU M NPABOBLIMH JIO-
KyMeHTamH (akTamu) Wid obnanarensiMyu HHGOOPMALMHU [IPaB MM TPaBUJI Pa3srpaHAYCHHS
JOCTYyIIa K 3aliMiaeMoi nupopmauu

3awpuwyaeman uxgopmayus — wHGOPMALMS, SBISIOMIASACS PEAMETOM COOCTBEHHOCTH H
nojyIexalnas 3aluTe B COOTBETCTBHH C TpeOOBaHUSAMH INPABOBBLIX JOKYMEHTOB MJIM Tpe-
GoBaHMIMH, YCTaHABIMBAEMBIMU COOCTBEHHUKOM HH(OpMaIuu

Hoenmughukayuss — NpUCBOeHUE CyOBEKTaM M OOBEKTaM JOCTyNa HJIEHTH(HKATOpa H
(unM) cpaBHEHHE MPEbABISIEMOTO MASHTH(HUKATOpA C MEPEYHEM MPUCBOECHHBIX HIACHTH-
(huKaTopoB

Hupopmayuonnas cucmema — COBOKYITHOCTb Coziepikallieiics B 6a3ax JaHHbIX WH(MOpMa-
IUE U obecreunBalomux ee 00paboTKy MH(OPMAIMOHHBIX TEXHOJIOTHI M TEXHUYECKUX

CpencTB

Hngpopmayuonnsle pecypcol — OTAEIbHBIE TOKYMEHTbI U OT/AENbHBIE MACCHBBI HOKYMEH-
TOB, IOKyMEHTBI M MAcCHBBI JOKYMEHTOB, COZiepIKalliecs: B HHPOPMAalHOHHBIX CHCTEMAx
(6ubnuoTekax, apxuBax, hoHnax, 6aHKaX NaHHBIX, MH(OPMALMOHHBIX CHCTEMax APYTHX
BH/IOB)



Hughopmayuonnvie mexrnono2uu — IpoLECChl, METO/IbI TIOUCKA, cOOpa, XpaHeHHus, 00paboT-
KH, MIPEIOCTaBIICHHs, PAaCIIPOCTPaHEHUsI HH(POPMAIIMU M CHOCOOBI OCYIECTBICHHS TaKHX
MPOLIECCOB ¥ METOJOB

Hugpopmayus — cBenenus (cooOIIeHus], JaHHbIE) HE3aBUCUMO OT (POPMBI MX IpeJICTaBIIe-
HUS

Konmponupyemas 30Ha — NPOCTPAHCTBO (TEPPUTOPHUS, 31aHUE, YACTh 3/laHKs), B KOTOPOM
UCKJTIFOYEHO HEKOHTPOJIIHpYyeMoe NpeObIBaHKe JIHML, HE UMEIOLIMX MOCTOSHHOIO MIIM pa3o-
BOI'0 JIONYCKa, U IOCTOPOHHUX TPAHCIIOPTHBIX CPELICTB

KonghuoenyuanoHocms — 00s13aTenbHOE IS BBIIOTHEHUS JIUIOM, ITOJIyYMBIIMM JOCTYIT K
onpezeneHHoM HHbOpMaluy, TpeOGOBaHWE He IepelaBaTh TaKyl0 MH(MOPMAIHMIO TPETbUM
nuam 6e3 cornacus ee obnanarens

Ob6pabomka nepcoHanvbHeix 0aHHbIX — NEUCTBHS (ONepaluu) ¢ NepCOHAIbHBIMU TaHHBIMH,
BKJIIOYas cOOp, CHCTEMAaTH3alKio, HAKOIUIEHUE, XpaHeHHe, yToUHeHue (OOHOBIIEeHHE, W3-
MEHEHHe), UCIOJIb30BaHUE, PAaCIpOCTpaHeHUe (B TOM 4HCle Iepenady), o0e3n4YuBaHHe,
OJIOKMpOBaHKUE, YHUUTOXXEHHUE NTEPCOHANIBHBIX TaHHbBIX

Onepamop — TPaXOaHWH WIH IOPUAHYECKOE JIHIO, OCYIIECTBISIONINE JeATeIbHOCTh I10
3KCIUTyaTaluy WH(GOPMAIIMOHHOM CHCTEMBI, B TOM 4Hclle 1o 06paboTke uHGOpMaIuu, co-
Jepixaineiics B ee 6a3ax 1aHHBIX

Ilepconanvrvie danuvie — modasi UHGOPMAIUs, OTHOCSLIASCS K IPSIMO MM KOCBEHHO
OTIpEIETIEHHOMY, HITH OTIpefesieMoMy (PU3UYECKOMY JIUILY

Veposa 6esonacnocmu ungopmayuu — COBOKYITHOCT yCJIOBUH U ()aKTOPOB, CO3MAIOMIMX
[OTEHIHAIBHYIO HIIH peajibHO CYILEeCTBYIOIIYIO ONAacCHOCThb, CBSI3aHHYIO C YTEYKOW HH-
dopManui ¥/WIA HECAHKIIMOHUPOBAHHBIMU W/WJIM HENpeJHaMEPEHHBIMH BO3ICHCTBHIMH
Ha Hee

Vsazeumocms — Henoctatok (caabocTh) MPOrpaMMHOrO  (MPOrpaMMHO-TEXHHYECKOTO)
cpe/icTBa WM MH()OPMALHOHHOM CHCTEMBI B LIEJIOM, KOTOPBIH (KOTOpas) MOXeET ObITh HC-
NOJb30BaHa [JIsl pealn3aluy yrpo3 6e30nacHOCTH HHPOPMALIUU

Ilenocmnocms — yCTOWYMBOCTh WH(OPMALIUU K HECAHKLIMOHMPOBAHHOMY HJIU CITy4anHO-
My BO3/IEHCTBHIO Ha Hee B Iporiecce 00paboTKy TEXHHYECKMMHU CPEICTBAMH, PE3yJIbTaATOM
KOTOPOI'O MOeT OBITh YHUYTOXKEHHE U HCKaKeHHE HH(pOpMaLUH



1. OBIIIYE ITOJIOXKEHW A

Hacrosimias [lonuTtuka sBisercss JOKYMEHTOM, ONpPENESIOIIUM HallpaBiIeHus Hes-
TEIBHOCTH B 00yiacTH obecrnedeHuss HHPOPMAIMOHHOW OE30TTaCHOCTH U MPEICTaBIIAET CO-
0ol cHCTeMaTH3MPOBaHHOE M3JIOKEHUe Ielled U 3anad WH(POPMalMOHHONW 6e30macHoCTH,
KaK OJIHO WMJIA HECKOJIbKO TIPaBHII, MPOLENYp, MPAaKTUYECKUX MPUEMOB M PYKOBOIALIMX
IIPHMHIMIIOB, KOTOPBIMH PYKOBOJCTBYETCSI MyHHUIUIIAIbHOE aBTOHOMHOE JIOLIKOJbHOE 00-
pasoBarenbHOe yupexaeHue r. Mypmancka Ne 123, a Takyke opraHu3alliOHHBIX, TEXHOJIO-
IMYECKUX M TPOLEAYPHBIX acleKToB obecrieueHus uHpopManuoHHOH 6ezomacHocTu. Ilo-
noxenus Hactosied [TOMHTHKH He paclpoCTpaHsAIOTCS Ha obecrieueHHe MHPOPMALMOH-
HOI 0€30macHOCTH CBEJICHHM, COCTaBISIOMMX IroCcyIapCcTBeHHYIO TaiHy. OCHOBHOH 3a1a-
yel B obnacTi HHOOPMAIMOHHON 6e301MacHOCTH MYHHIMNAIbHOE OIODKETHOE JOLIKOJIb-
Hoe oOpa3oBaTenbHOe yupexaeHue . Mypmancka Ne 123, npu3HaeT COBEPIIEHCTBOBAHUE
Mep U CpeacTB obecniedeHus 3aumThl “HGopManuu HHGopMalMoHHbIX pecypcoB MAJIOY
r. Mypmancka Ne 123 B KOHTEKCTe pa3BUTHUs 3aKoHOJaTenbcTBa Poccuiickoi denepaiiu
U HOPM pEryJMpOBaHUs HH(OOPMALMOHHON NEesTebHOCTH B TEKYLIMX YCIOBUAX (QYHKIIMO-
HUpoBaHHs WHOpMaLuroHHOro ross. [Ipu pazpaborke [ToMUTHKH yYHUTHIBAIMCH OCHOBHEIE
IPUHLIKITBI CO3/1aHHsI CUCTEM 3alUThl HH(POPMALUH, XapaKTEPHCTHKH U BO3MOXKHOCTH Op-
raHM3alMOHHO-TEXHUYECKUX Mep M COBPEMEHHBIX MPOrpaMMHBIX M  alllapaTHoO-
IIPOrpaMMHBIX CPEJICTB 3amuThl HHpopManuu. B pamkax cBoei gesrensHoctd MAJIOV r.
Mypmancka Ne 123 o06si3yercss nmpeanpuHUMaTh BCE BO3MOXKHBIE MEPHI JUIsl 3AIUTHI HH-
dopmanmm or yrpo3 GezomacHoctH HH(MopMmanuu. TpeboBaHus HHPOPMANHOHHOH Ge3-
OINaCHOCTH, COOTBETCTBYIOT LiesisiM fesitrenbHoctd MAJIOY r. Mypmancka Ne 123 u npen-
Ha3HAYEHBI [JIs CHIDKEHHS PHCKOB, CBSI3aHHBIX C peanH3alyedl yrpo3 0e30MacHOCTH WH-
¢dopmanuu. [Tonutuka goctynHa BceM pabotHukam MAJIOY r. Mypmancka Ne 123 u
BCEM IOJIb30BATENSIM €0 PECYPCOB.

2. IEJIA U 3AJIAYM OBECIIEYEHW A NHO®OPMAITMOHHOM BE30ITACHOCTHU

Cy0bexTbl HHPOPMALIMOHHbIH OTHOLIEHH

Cy6nexTamu npu obecneyenun uHdGopmanuoHHo# 6esonacnoctu B MAJIOY r. Mypmas-
cka Ne 123 saBisiroTCs:

— pabotauxku MAJIOV r. Mypmancka Ne 123 (B ToM umcIie yBOJIEHHBIE);

— poauTend (3aKOHHBIE MTPEICTaBUTEIH);

— (usryecKue JHIA, PEJCTABUTEH KOHTPAareHTOB B paMKax HCIOIHEHHUS JIOTOBOPHBIX
00s13aTENbCTB;

— (¢u3AyecKye Juna, noxasmue odpamenye B agpec MAJIOV r. Mypmancka Ne 123; —
IOpU/IMYECKHE JINNA, B paMKaX HCIONHEHHs JOrOBOPHBIX 0Os3aTENbCTB WX BO HCIOJHE-



HUU TpeOOBaHUM CO CTOPOHBI 3aKOHOnaTenbcTBa Poccuiickoit dDenepauuu; — OpraHsbl
rocynapcrBeHHoi Binactu. O0beKThl HH()OPMaIHOHHBIX OTHOIIEHUH
O6bexTamMu HHGOPMANMOHHBIX OTHOIIEHHH ABJISIOTCH:

— uHpopmarmonusie pecypcsl MAJIOVY r. Mypmancka Ne 123;

— mporueccsl 00paboTku uHbopMauuu B HHGopmauuoHHbIX cucreMax MAJIOV r. Myp-
mancka No 123, uHbopMallMOHHBIE TEXHOJIOTHH, PEerjIaMeHThI U Mpolieypsl coopa, obpa-
OOTKH, XpaHEHHs U Tiepeaadr uHopMaIuy;

— CHCTEMBI M CpPECTBA 3alMThl HH(OpMaIK, OOBEKTHl U TIOMEIIEHHS, B KOTOPBIX pas3-
MelleHsl cpezcTBa obpabotku uHGopmauuu. Llemn obecrnieuenuss HHGOPMaMOHHON Oe3-
onacHocT OCHOBHOM L0 obecneyenust nHGopmanuonHoi 6ezonacHocty MAJIOY r.
Mypmancka Ne 123 sSBIsrOTCS JEHCTBUS HApaBJIeHbl Ha JIOCTHXKEHHUE 3alHUTHI CyObEKTOB
MH()OPMALHOHHBIX OTHOLICHUH OT BO3MOXXHOTO HAHECEHHS MM MaTepUaibHOro, (pusude-
CKOT'0, MOPaJIbHOI'O WJIM HHOTO yiiepba, NOCPEeICTBOM CITy4aHOr0 MJIH NPEAHAMEPEHHOTO
BO3MIeHcTBUS HA MHPOPMALIHMIO, B TOM YHUCJIE:

— COBMIOIEHHE IPABOBOI0 PEKMMa HMCIIOJIB30BaHUS MACCUBOB U CPeACTB 00paboTKM HMH-
dhopmarnuy;

— OpeoTBpallieHHe pealu3aluu yrpo3 6e30nacHoOCTH HHQOPMaIUK IIPYU OCYIIECTBICHHH
nestenbHOCcTd MAJIOY 1. Mypmancka Ne 123.

3agauu obecneyeHusi HHGOPMALMOHHON Oe30macHOCTH

JlocTuxenue Lenel obecrnedeHns: HHPOPMAMOHHON 6e30MacHOCTH U CBOMCTB HHpOpMa-
uuu, MAJIOY r. Mypmancka Ne 123 pelaercs ClieayIOIMMHU 3a0a4amu.

— 3a3IIMTa OT HECAHKIIMOHMPOBAHHOTO OCTyNa K HHPOPMAILHOHHBIM peECypcam;

— pasrpaHdvYeHHe JOCTyIa IOojb30BaTeleil K MH(POPMALMOHHBIM, allllapaTHbIM, Ipo-
rpaMMHBIM U HHBIM pecypcam;

— perucTpanys M NEePUOAMYECKUI KOHTPOIb AeHCTBHM Tojp3oBaTenell mpu obpaboTke
3alUInaeMor HHGOPMALUK U MePHOAUYECKHI KOHTPOJIb KOPPEKTHOCTH MX JCHCTBUM;

— KOHTPOJIb IeJIOCTHOCTH CpE/bl UCIIOJIHEHHMs IIPOIPaMM M €€ BOCCTAHOBIIEHHE B CIly4yae
HapylIEHUsI,;

— obecnieyeHre ayTeHTUGUKAMM U MISHTH()UKALMYU I0b30BaTENCH, yYaCTBYIOUIMX B
HH(POPMALIMOHHOM OOMEHE;

— obecrieueHyre UCIPABHOCTH MPUMEHSEMBIX B HHpopMalmoHHeIx cuctemax MAJIOY r.
Mypmancka Ne 123 cpencTs 3amuThl HHQOPMALIUH;

— CBOEBPEMEHHOE BBISBIICHHE HCTOYHHKOB yrpo3 6e30macHOCTH MH(pOpMALUH, IPUYHH U
YCIIOBHH, CMOCOGCTBYIOIIMX HAHECEHHIO yliepba 3auHTepecOBaHHbIM CyObeKkTam HHpOp-
MALMOHHBIX OTHOILIEHUM;



— co3maHue CITy»Obl MOHUTOPUHIA U pearupoBaHUs Ha yrpo3bl O6e30macHoCcTH HHbopMa-
LMY U HEraTUBHBIE [1OCIIE/ICTBUS;

— cO3/1aHKe YCJIOBUM JUIsi MUHMMHU3AI[MM HAHOCHMOTrO yliepba HernpaBOMEpPHBIMH Jeid-
CTBUSIMH M YCTpaHEHHE TMOCHEACTBHNA HapylleHHs WHPOPMAILMOHHOW Oe30mMacHOCTH B
MAJIOY r. Mypmancka Ne 123.

Pewerue evruenepevucnennvix 3aoaq 8 MAJOY 2. Mypmarcka Ne 123 ocywecmensemcs
nocpeocmeom:

— ydeTa BceX MOJUIeKaIINX 3aluTe HHPOPMALIMOHHBIX PEeCypPCOB;

— PErucTpalMy B JKypHajie JeHCTBUM IepcoHasa, OCYyIIECTBIAIOLIEro 00ciyKUBaHUE U
MOIU(DHUKAIMIO TPOrPaMMHBIX W MPOrpPaMMHO-AINIMAapaTHbIX CPEeACTB HH(OPMALMOHHBIX
CUCTEM;

— perjiaMeHTaluu rpoueccoB 00paboTku uHpopmauuy, aercteuilt pabornukoB MAJZIOY
r. Mypmancka Ne 123, ocymecTBISIOIIHUX 3KCIUTYyaTalMIO NMPOrpaMMHBIX U IIPOrpaMMHO-
anrmapaTHBIX CPElICTB, Ha OCHOBE YTBEP)KAEHHBIX OpPraHHW3alMOHHO-PACIOPSAUTENbHBIX
JOKYMEHTOB 10 3alUTe HHPOpMAaIUH;

— Ha3HA4YeHHEM U TMOATOTOBKOW pabOTHHKOB, OTBETCTBEHHBIX 3a OpraHM3allMI0 U OCY-
LIECTBICHHE MEPONPUATHH 110 obecriedueHuo HH(opMalronHoH 6e3onacHoctd B MAJIOY
r. Mypmancka Ne 123;

— HaJIeJICHHEM Ka)<Ioro paboTHHKAa MUHUMAJIbHO HEOOXOAUMbBIMY IIpaBaMH MpHU pabote B
uHGOPMAITHOHHON HHPPACTPYKTYpEe COINIACHO MX JOIKHOCTHBIM 00S3aHHOCTSIM;

— cobmroeHrHeM BceMH pabOTHUKAMMU, SKCIUTyaTHPYIOIMIUMU U OOCITYKHBAIOLUIMMH IIPO-
rpaMMHBIE M [pPOrpaMMHO-annapaTtHble CpeAcTBa, TpeOOBaHWH OpraHM3alUOHHO-
pacnopsAUTENbHBIX TOKYMEHTOB IO BONpocaM obecredeHHs HHGOpMaHMOHHON Oe3omac-
HOCTH;

— MEepPCOHANbHOW OTBETCTBEHHOCTBIO Ka)XIOro pabOTHHKA 3a CBOM JIEHCTBHS, Y4acCTBYIO-
IIero B paMKax CBOMX (yHKUHOHAIBHBIX O0s3aHHOCTEH B Mpoleccax aBTOMaTU3UPOBaH-
HOM 00paboTku MHGOPMAIMKM M HUMEIOIIEro JOCTYN K pecypcaM HH(OPMAIMOHHBIX CH-
CTEM;

— peanM3aleil TEXHONIOTHYECKUX IPOLeccOoB 00paboTKM MH(POPMAIIMHU C UCITIOIB30BAHH-
€M KOMIUIEKCOB OpraHM3allMOHHO-TEXHHYECKUX Mep 3allUThl NMPOrPaMMHOI0 obecreye-
HUS, MPOrpaMMHO-aINapaTHEIX CPENICTB;

— NPHUHATHEM Mep 1o obecrieueHuio GU3NIECKOH 1eJTOCTHOCTH NMPOrpaMMHO-aInapaTHbIX
cpecTB MH(GOPMAIMOHHBIX CHCTEM M TOJAJEPKaHUEM HEOOXOAMMOro YpOBHS 3allMINEH-
HOCTH KOMIIOHEHTOB,



— HCIIOJIB30BAHUEM TPOTPAMMHBIX U ITPOrpaMMHO-aNNapaTHbIX CPEICTB 3aIlUThI HHPOP-
mauuu obpabareiBaeMmom B MAJIOY r. Mypmancka Ne 123 ¥ aJIMUHMCTPAaTHBHOM MOA-
JIEPXKOM UX UCIIOJIb30BaHNUS,

— KOHTPOJIEM COOJIIOIEHHS TOJIb30BaTENAMH HH(POPMALMOHHBIX CUCTEM TpeOOBaHUH 1O
obecrevyeHui0 HHPOPMALMOHHOH 0€3011aCHOCTH;

— [poBeleHUeM aHanu3a 3(PPEKTUBHOCTH NMPUHATHIX MEp 3allUThl MHPOPMALMU M TpH-
MeHsIEMBIX cpeacTB 3amuThl HHGopManuu B MAJIOVY r. Mypmancka Ne 123;

— pa3paboTKO# U peanu3anuel MpeaIoKeHUH MO COBEPIICHCTBOBAHHIO CHCTEM 3allHTHI
unpopmanuu B MAJIOY r. Mypmancka Ne 123,

3. [IPUHLIATIBI OBECITEYEHUS MTHOOPMALIMOHHOM BE3OIIACHOCTHU

Ob6ecneuenne WHGOPMAIMOHHON 0€30MacHOCTH, MOKHO OCYILIECTBISTHECS B COOTBET-
CTBHH CO CIIEIyOIIAMH OCHOBHBIMH NPUHLIUIIAMH:

Ilpunyun 3axoHHocmu

I1pu BEIOOpE MEPONPUSITHIA 1O 3aIKTe HH(GOPMAIIHMH, TOJDKHO COOMIONATECS NEHCTBYOLIEe
3aKoHOHaTenscTBO Poccuiickoit denepaimu B chepe 3amutsl nuHGopMmanuu. Bee paboTHu-
KU JI0JDKHBI MMETh TpecTaBlieHre 00 OTBETCTBEHHOCTH 3a IpaBOHApYIEHUs B chepe 3a-
mutel HHGopMaliwu. [IporpaMMHO-anmnapaTHeie cpesicTBa, npuMmeHsemeie B MAJZIOY r.
Mypmancka Ne 123, 10O/DKHBI HMETh COOTBETCTBYIOIIUE JTHLEH3HH, OQUIHATBHO IpHOOpe-
TaThCs y MpeACTaBUTENel Pa3pabOTUUKOB 3THX CPENCTB WM ABIATHCS HHTEIUICKTYaTbHOM
cobctBeHHOCTEIO MAJIOY 1. Mypmancka Ne 123,

Ipunyun cucmemnocmu

[Ipy CO3MaHWM CHCTEMBI 3alUThl JOJDKHBI YUHTHIBATHCA aKTyallbHbIE yrpo3bl OezomnacHo-
¢t MH(OpPMALUK, BO3MOXKHBIE O0BEKTBI U HAIIPABJIEHHs aTaKk Ha Hee CO CTOPOHBI Hapy-
mutened. Cucrema 3al[UThl JOJDKHA CTPOUTHCS C YUETOM HE TOJIBKO M3BECTHBIX KAHAI08
ymeuku uH@opmayuu, Ho ¥ C y4eTOM BO3MOXKHOCTH IOSIBICHUSI HOBBIX YSI3BUMOCTEH B
IPOrpaMMHOM 00€CIIeYeHUH.

Ipunyun komnnexkcHocmu

KoMITIEKCHOE HCIIONB30BaHUE CPEJCTB 3allUThl HH(POPMALMK TPEAIOIaraeT corjiacoBaH-
HOE IPUMEHEHME TP OCTPOCHHH IIENIOCTHOM CHCTEMBI 3alllMThI, MEPEKPhIBAIOIIECH BCE
CyIeCTBEHHbIE YIPO3bl 6€30NacHOCTH MH(OpMalHU. 3aluTa J0/DKHA CTPOUTHCS 3IIesO-
HEpoBaHo. duU3nUecKas 3aluTa AOKHA obecreunBaTbes (U3NYECKUMH CPEACTBAMHU H
OpraHM3alMOHHBIMA MepaMH. IIpy MOCTpOEHHH, BHENPEHHWH M SKCIUIyaTallid CHCTEMBI
3amuTHl MHGopManuu pykosoacTBo MAJIOY r. Mypmancka Ne 123 obecnieynBaer ycio-



BUs U1 3G GEKTHBHOM KOOPMHAIMY SHCTBHIA BCEX JIHL, 0OecreYrBaroIuX HHHopMaIy-
OHHYIO 0€30IacHOCTb.

IIpunyun ceoespemenHocmu

Pa3paboTKa CHCTEMBI 3alUThl HHOPMALIUH J0/KHA BECTUCH NMapajlJIeIbHO ¢ pa3paboTKOH
¥ MHPOPMAIIMOHHON CUCTEMBI. DTO MO3BOJIUT y4ecTh TpeOOBaHMs OE€30MAaCHOCTH IIPH IPO-
EKTHPOBAaHUHM apXHTEKTYpPhbl W, B KOHEUYHOM cyeTe, co3aarb Oonee 3hdeKTuBHBIE HHPOP-
MAaIMOHHBIE CHCTEMBI, 00J1aaloIue J0OCTaTOYHBIM YPOBHEM 3aLUILEHHOCTH.

Ipunyun npeemcmeeHnocmu

ITocTOsSIHHOE COBEPIIEHCTBOBAHUE MEp U CPEACTB 3allluThl HH(OPMALMU Ha OCHOBE IIPEeM-
CTBEHHOCTH OPraHM3allHOHHBIX M TEXHHYECKUX PpEIleHHH, KaJpoBOro COCTaBa, aHalIM3a
(GYHKIIMOHUPOBAHHUS HHPOPMALMOHHBIX CUCTEM U CHCTEMBI €€ 3alUTHI C YYE€TOM H3MEHe-
HHUI B METO/ax M CpelcTBax INepexBaTa WH(GOpMAIMK, HOPMATUBHBIX TPEOOBaHHM 10 3a-
muTe “HOpMaLUK.

Ipunyun oocmamoynocmu

CooTBeTCTBHE YPOBHS 3aTpaT Ha obecrieueHHe HHPOPMALMOHHONW 6€3011aCHOCTH U LIEHHO-
CTH MH(OPMAIIMOHHBIX PECYPCOB Ha BEIIMYMHY BO3MOXKHOTO yIepOa OT MX pasrilallieHus,
YHUUYTOXKEHHs U MCKa)keHus. Vcronp3yeMple Mepbl U CPECTBa 3alIMThl MHPOPMaLUU He
JOJDKHBI YXy/IIIaTh 3PrOHOMHYECKUE I0Ka3aTeld KOMIIOHEHTOB HMH(OPMALMOHHBIX CH-
CTEM.

Ipunyun omeemcmeennocmu
Bo3oxeHre OTBETCTBEHHOCTH 3a obecredyeHue OGe3omacHOCTH MH(opManyu u ee obpa-

OOTKM Ha KaXaoro pabOTHHKa B Tpeneiax ero MojJHOMOYHi. B COOTBETCTBHHM C 3THM
TPUHIIMIIOM pacripelielieHne paB U 00s3aHHOCTel pabOTHHKOB CTPOMTCS TAKMM 0Opa3oMm,
yTOOBI B CiTydae JIto00ro HapyIeHus Obll U3BECTEH HAPYLIUTENb.

Ipunyun 060CHOBAHHOCMU U MEXHUYECKOTU Peanu3yemocmu

MHbopMalMOHHBIE TEXHOJOTHH, MPOrpaMMHBIE M MPOrpaMMHO-alliapaTHbie CPE/CTBa,
Mephl 3alUThl HHGOPMAIMK JOJDKHBI ObITH PealM30BaHbl M0 COBPEMEHHBIM PEIICHHUSM,
000CHOBAHBI ¢ TOUKH 3pEHMs IOCTH)KEHHS 3aIaHHOTO YPOBHS 3allMINEHHOCTH HH(OpMa-
UM A SKOHOMMYECKOW 11€71eCO00pa3sHOCTH, a Tak)Ke COOTBETCTBOBATh YCTaHOBJIEHHBIM
HOpMaM ¥ TpeOOBaHHAM IO 6e30MacHOCTH HH(pOPMAIUH.

IIpunyun npogeccuonanusma

Peanu3anus Mep 3aldThl MH(GOPMALMK M SKCIUTyaTalldsi CPEJCTB 3allUThl WH(pOpMaLuu
JIOMKHA OCYLIECTBISITECS NMPOQecCHOHANBHBIMU crenuanucraMu. [IpusiedeHue crenua-
JIM3HPOBAHHBIX OpraHM3alyii K paspaboTKe CPEJCTB U pealM3allii Mep 3alluThl HHPOP-
Mall{H, TIOATOTOBIEHHBIX K KOHKPETHOMY BHIY JESTENLHOCTH 10 oOecredeHmIo oe3onac-
HOCTH MH(OPMALMOHHBIX PECYPCOB, HMEIOIIMX OMbIT NPAKTHUECKOH paboThl U JULEH3UH
Ha [IPaBO OKa3aHUsl YCIIyT B 9TOH 00JacTy.



Ipunyun Mmunumusayuu npusuIe2uil NOIbL306amenceil
O0OecrnieueHue MMoJab30BaTeNCH TMPUBUIIETHAMHA MHHHUMAJIBHO JOCTATOYHBIMH JISA BBITIOJIHE-
HHUS MMM CBOMX JOJDKHOCTHBIX 00s3aHHOCTeH B MAJIOY 1. MypMmancka Ne 123.

4. OCHOBHBIE TPEBOBAHMSI I10 3AIIUTE UHOOPMAILMA OIPAHUYEHHOI'O
TIOCTYTIA

Cucrema 3amuThl HHGOPMALIMK A0DKHA MpelycMaTpUBaTh KOMIUIEKC OpraHu3aliu-
OHHBIX, IIPOTPaMMHBIX H MPOrpaMMHO-aNNapaTHBIX CPEICTB U MEp 110 3aluTe UHpopMa-
MU B mpouecce ee 00paboTku. BeinmonHeHne TpeOoOBaHUH JIOCTUIaeTCs 3a CYET pean3a-
MM Ha 0OBbeKkTax WH(pOpMATH3AIHH Mep MO 3alHTe HHpopMaLMu:

— UAeHTH(UKALUHE U ayTeHTH(PHKAIMKA CYOBEKTOB 0CTyNa U 0OBEKTOB JI0CTYTIa;

— yNpaBJIEHHUIO JOCTYTIOM CyOBEKTOB OCTYIa K 00bEeKTaM J0CTyIIa;

— OTrPaHUYEHUIO TPOrPAMMHOM Cpelbl;

— 3aI|Te MAIIMHHBIX HOCUTENEH NIepCOHANBHBIX JaHHBIX;

— peructpainuu coObIThii 6€30MacHOCTH;

— QHTHBUPYCHOM 3allIUTE;

— 00OHapy >XeHHUIO BTOP)KEHHUH;

— KOHTPOJIIO (aHAIKU3Y ) 3aIHUILIEHHOCTH NIEPCOHANIBHBIX JaHHBIX;

— obecrneueHnio LEeTOCTHOCTH WH(POPMALMOHHON CHUCTEMbl U MEPCOHAILHBIX NaHHBIX;
—o00€ecneyeHHn 0 JOCTYITHOCTH EPCOHAIbHBIX TAHHBIX;

— 3aIIUTHI CPEIbl BUPTyalIU3alluy;

— 3aIUTHl TEXHUYECKHUX CPEJICTB;

— 3alIMThl HHPOPMAIMOHHOH CHCTEMBI, €€ CPELICTB, CUCTEM CBSI3M M IIEpelavH JaHHbBIX;
— BBISIBJIEHMIO MHI[UJEHTOB U pearupoBaHUE Ha HUX;

— yIpaBieHHIO KOHpUrypanued nHGOpPMalMOHHONW CHCTEMbI H CHCTEMBI 3alllUTHI IIEPCo-
HaJIbHBIX IAHHBIX.

MAJIOY r. Mypmancka Ne 123, kak obnagarens WHGOpMALMU OrpaHMYE€HHOr0 JOCTYIIa,
IIpY OCYILIECTBICHUH CBOMX TPaB 00513aHO:

— cobIOAaTh MpaBa ¥ 3aKOHHBIE HHTEPEChl HHBIX JIMIL;

— NIPUHAMATH HEOOXOMMbIE MEPHI T10 3allliTe HH(OPMalKH;

— OrpaHHYMBaTh JOCTYN K MH(GOPMAIMH, €CIH TaKas 00sA3aHHOCTh YCTaHOBJIEHA 3aKOHO-
nmarenbcTBOM Poccuiickoit Denepanuu.

B tom uncinie MAJIOY r. MypMmauncka Ne 123, BnpaBe, €Clli HHO€ He NPeTyCMOTPEHO 3a-
KoHonaTebcTBOM Poccuiickoit Denepaiivu:
10



— paspeluaTh WM OrpaHHYUBaTh JOCTYH K HHYOPMAIHH, OTIPEIENATh NOPSAAOK U YCIOBHUS
TaKOro JOCTYIa;

—HCNOJI30BaTh HHGOPMAIUIO, B TOM YHCIIE PACIPOCTPAHITH €€, TI0 CBOEMY YCMOTPEHHUIO;
—1IepeaaBaTh HHGOPMALIMIO APYyTHUM JIMIaM Ha yCTaHOBJIEHHOM 3aKOHOJATelIbcTBOM Poc-
cuiickoit Denepalii OCHOBAaHUH;

—3alIMIIaTh YCTAaHOBIEHHBIMHU 3aKkoHOMaTenbcTBoM Poccuiickoit denepanuu crnocodbamu
CBOM ITpaBa B Cllyyae He3aKOHHOTO MOJTy4eHHUsI HHPOPMAalLlUU UK €€ HE3aKOHHOTO MCIIOJb-
30BaHUs UHBIMH JIULIaMU;

—OCYUIECTBIIATh MHBIC ASUCTBUS ¢ HH(pOpMaIMeil UM pa3pelaTh OCYIIECTBIEHHE TaKUX
JEUCTBHM, eClIi 3TH eHCTBUS He MTPOTUBOpeUaT deaepalbHbIM 3aKOHAM U JPYT'MM HOpMa-
THBHO-IIPaBOBBIM aKkTaM Poccuiickoi ®enepauumu.

BammTa HHGOPMALIUK OTPaHUYEHHOTO JIOCTYIIA MPECTaBIseT cOO0M NPUHATHE OpraHu3a-
LHOHHBIX ¥ TEXHUYECKUX MEP, HAlPaBIEHHbIX Ha:

—cobmoneHre KOH(PUISHIMATBHOCTH WH(pOpMAMK (MCKITIOYEHHUE HEITPaBOMEPHOro J10-

CTymna, KOMUPOBAHUs, NMPEIOCTABIEHUs WM PaclpoCTpaHeHHss MHpopMaLuK);, —obecre-
YyeHHe IENOCTHOCTH HHPOpMalUU (UCKITIOUEHHE HETPaBOMEPHOr0 YHHUTOXKEHHUS HIIH MO-
mudunrpoBaHus HHPOPMALIUK);

—peau3alyio NpaBa Ha JOCTYN K MH(OpManuK (MCKIIOYEHHE HENPaBOMEPHOro OI0Ku-
poBaHUs UH(DOPMALIHH).

CpencTBa 3amuThl HHGOPMALIUK BHEAPSIOTCS MO pPe3yJbTaTaM IIPOBEICHHUS OLEHKH
pucKoB HH(OPMAMOHHOM Ge3omacHocTH. OpraHu3anys 3amuTel HHGopmaruu [Ipu opra-
auzauuu B MAJIOVY r. Mypmancka Ne 123 3ammTsl “HGOPMALMH, JOJDKHBI BBITOJIHATHCS
Tpe6oBanus PenepansHoro 3akona ot 27.07.2006 Ne 149-@3 «O6 undopmaunu, uupOp-
MAaI[MOHHBIX TEXHOJIOTHAX M O 3aiuTe HHGOpMaLUu», KOTOPblEe PEryJUpyIOT OTHOIIEHUS,
CBSI3aHHBIE C YCTAaHOBJIEHHEM, U3MEHEHHUEM M MpEKpallleHueM pexuMa oOpaboTKH 3allu-
maemoii uHpopManuu. B ToM uncie TpeboBaHUs O 3amUTe HHGOPMALUMK, HE COCTABJIAO-
el rocyJapCcTBEHHYIO TaiHy, cofep)kamieidics B rocyJapCTBEHHBIX HHGOPMAIMOHHBIX
cucremax ytBepikaenHble npukazom ®CTIK Poccunm ot 11.02.2013 Ne 17 «O6 ytBep-
KIeHuH TpeboBaHMi O 3amuTe WHGOPMALHHK, He COCTAaBJIAIONIEH rOCyapCTBEHHYIO Tai-
Hy, COIep)Kaleiicss B rocyJapCTBEHHbIX HH(OPMALMOHHBIX CHCTEMax» [UIsi rocynap-
CTBEHHBIX MH(OPMAIMOHHBIX chcTeM o KotopsiM MAJIOY r. Mypmancka Ne 123 siBrsi-
etcst OnepaTopoM.

B MAJIOY r. Mypmancka Ne 123 moMuMO peanu3aldd OCHOBHBIX MEp 3allIUThl UH-
(dopMalLiy OCyIeCTBJSIeTCS:

— peryJspHas OI€HKa W yNpaBleHHe PACKaMH MH(QOPMaLMOHHOW 0e30MacHOCTH B COOT-

BETCTBHHU C YCTAHOBJIEHHBIMHU MPOLEAYPaMH B 0OIaCTH yIpaBlIeHHs PUCKaMH; — HHPOP-
MHpOBaHHe, 00yueHre 1 ToBbIIIeHNe KBanupukanuu pabotaukos MAJIOY r. Mypmascka

Ne 123 B chepe uHGOpMAIIHOHHON 6E3011aCHOCTH;
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— MeTOoJIMYecKas MOMOIllb pabOTHUKAM B Bompocax obecriedeHuss HHGOPMAHOHHOMK Oe3-
OIaCHOCTH;

— aHAJIM3 U MMOUCK BO3MOXHOCTEH 10 MOBHIIICHHIO YPOBHS 3alIUIIEHHOCTA HHPOPMALIUH.
Jns opranu3zanuu 3amutel HHGopmanuu, MAJIOV r. Mypmancka Ne 123 Brnpase npume-
HATH CPEACTBA U METO/Ibl TEXHUYECKOH 3allUThl, IPEANPUHUMATE IPYTHe, HE IPOTHBOpE-
yaiue 3aKkoHoaTenbcTBy Poccuiickoit @enepaunu, Mepbl. B pamkax obecniedenus 3amu-
ThI HHGOPMALIUK, B paMKaX TPYIOBBIX OTHOLIEHUH HEOOXOAUMO 03HAKOMHMTH I10/] POCITHCh
pabOTHUKOB, JOCTYI KOTOPBIX K MH(OPMAalMK OrpaHUYEHHOIO JOCTyNa, HeOOXOauM JUis
BBITIOJTHEHHSI UMHU CBOUX JIOJDKHOCTHBIX OOS3aHHOCTEH, ¢ nmepedHeM HH(POpMalUi OrpaHy-
YeHHOro Jocrtyna, u mpuHsaTeiMiu B MAJIOY r. Mypmancka Ne 123 mepaMu 3allUThl UH-
dopmarnpn. OCOOEHHOCTH 3aLMThI TEPCOHABHBIX JaHHbIX IIpu opranuzanuu o6paboTku
B MAJIOV r. Mypmancka Ne 123 nepcoHalIbHBIX JaHHBIX HEOOXOAUMO PYKOBOZICTBOBAThb-
cs TpeboBanusimu @DenepanbHoro 3akoHa ot 27.07.2006 Ne 152-@3 «O nepcoHabHBIX
naHHBIX». [lepeueHb Mep, BeIMoJHEHHE KOTOpEIX obecieunBaeT MBJIOY r. Mypmancka Ne
82 B KauecTBe onepaTopa NePCOHAIBHBIX IJaHHBIX, OJDKEH BKIIFOYATh:

— nasHayenue B MAJIOY r. Mypmancka Ne 123 oTBEeTCTBEHHOTO 32 OpraHu3anuo odpa-
OOTKH ITEPCOHANBHBIX JIaHHBIX;
— pa3paboTKy MOKYMEHTOB, ONpENESIONIMX MpaBHjia B OTHOLIEHMHM 0OpaboTKM mepco-
HabHEIX JaHHBIX B MAJIOVY r. Mypmancka Ne 123, nokajibHBIX aKTOB [10 BOmpocaMm 00-
pabOTKH NMEPCOHAIbHBIX JaHHbIX;
— NpUMEHEHHEe OPraHU3alMOHHBIX U TEXHUYECKUX Mep Mo 0OecrnedyeHuro 6e30macHOCTH
MEPCOHAJBHBIX JaHHBIX B COOTBETCTBHM €O cTaThed 19 DenepanpHOro 3aKoHa OT
27.07.2006 Ne 152- @3 «O nepcoHaJIbHBIX JaHHBIXY;
— BBIMOJIHEHHE TPeOOBaHUM MO COCTaBy M COJEPI)KAHUIO OPraHU3allHOHHBIX U TEXHHYE-
CKHX Mep o obecrnedyeHrn0 0€30MacHOCTH MEPCOHANBHBIX JaHHBIX IPH UX 00paboTke B
MH(GOPMALMOHHBIX CUCTEMAX MEPCOHATBHBIX AaHHBIX yTBepxkaEHHBIX IIprkazom OCTIK
Poccun ot 18.02.2013 Ne 21 «O6 yTBep)kKIeHUH COCTaBa U COAEPIKaHUsl OPraHM3alMOHHBIX
U TEXHUYECKUX MEp 10 obecriedeHnio Ge30MacHOCTH NMepCOHATbHBIX JaHHBIX MPH X 00-
paboTke B HH(POPMALIMOHHBIX CHCTEMaX MEPCOHATILHBIX JaHHBIX);
— OIIEHKY Bpeaa, KOTOPbIi MOXeT ObITh NPUYHHEH CyOBEKTaM MEePCOHANBHBIX JaHHBIX B
ciydae HapymreHus: @enepanbHoro 3akoHa Ne 152-D3, coOTHOILIEHHE YKa3aHHOTO Bpeia U
IPHHMMAEMBIX OIIEPATOPOM Mep, HalpaBJIeHHbIX Ha obecreueHre BhINOIHEH s 00s3aHHO-
cTei, npegycMoTpeHHbIX @enepanbHbIM 3akoHOM Ne 152-D3;
— o3HakomsieHue pabotHukoB MAJIOVY r. Mypmancka Ne 123, HemocpeACTBEHHO OCYy-
IIECTBIISIOMUX 00pabOoTKy MEepCOHANbHBIX JIaHHBIX, C IOJIOKEHUAMH 3aKOHOIATeIbCTBA
Poccuiickoi Deepaliu O MePCOHANBHBIX AaHHbBIX, B TOM YHCIEe TPEOOBAHHMIMH K 3aIllUTe
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IEPCOHANBHBIX JaHHBIX, JOKYMEHTaMH, onpeaenstomumMu tpedbosanuss MAJIOY r. Myp-
MmaHcka Ne 123 B oTHOmEHHH 00pabOTKH NMEPCOHATIBHBIX IaHHBIX U 00y4YeHue, pu Heoo-
XOIUMOCTH, YKa3aHHbIX paOOTHUKOB.

Obecneuenue be3o0nacHocmu NEPCOHANbHBIX OAHHBIX 00CMUSAEMCSl, 8 YACMHOCMU!

— OIpeie/IeHHEM YIpo3 M HapylIuTened 6e30MacHOCTH MEePCOHANbHBIX JaHHBIX IPH HX
06paboTke B HH(POPMALUOHHBIX CHCTEMax I[E€PCOHAIBHBIX NAHHBIX; — OINpPEIEICHHEM
YPOBHsI 3aILUIIEHHOCTH TTEPCOHANBHBIX JaHHBIX B COOTBETCTBHMM ¢ Tpebosanusmu [locra-
Hosnenus IIpaButenbctBa Poccuiickoit @enepanuu ot 01.11.2012 Ne 1119 «O6 ytBep-
XJIEHUHM TpeOOBaHMI K 3allMTE IEPCOHATBHBIX TAaHHBIX MPU UX 00paboTke B HHMOpMALH-
OHHBIX CHCTEMax MepPCOHANIbHBIX JaHHBIX»; — IPUMEHEHHEM POIIEIIUX B YCTaHOBJICH-
HOM IOPSIZIKE MPOLEAYPY OLEHKH COOTBETCTBUS CPEJICTB 3aLUThl HH(OPMAIIHH;

— OIEHKOH 3((HEeKTHBHOCTH MPUHHMAEMBIX MEp IO 3alHTe MEPCOHAIBHBIX NaHHBIX JI0
BBOJIa B 3KCILTyaTallH0 HHGOPMAIMOHHON CHCTEMBI TEPCOHABHBIX TaHHBIX;

— BOCCTaHOBJIEHHEM TIEPCOHAIBHBIX JaHHBIX, BCIIEJCTBHE INOJyHYEHHs HECAHKIMOHUPO-
BaHHOTO JIOCTyNa K HAM;

— YCTaHOBJIEHHEM IPAaBHJI JAOCTYIA K MEPCOHAIBHBIM JaHHBIM, 0OpabaTeiBa€MbIM B MH-
(OpMaIMOHHBIX CHCTEMaX IEePCOHAIBHBIX JAHHBIX, a TaKKe 00eCreYeHHeM PEerHCTpalyy
M yuera BCeX JeiCTBHUiA, COBEPIIaEMBIX C IIEPCOHANBHBIMU JaHHBIMU B MH(OPMAIHOHHBIX
cHCTeMaXx MepPCOHATBHBIX TaHHbIX;

— KOHTPOJIEM 3a TIPHHAMAEMbIMH MEPaMH 10 3alIMTe MEePCOHAILHBIX NaHHBIX M Olpee-
JIEHHOI'O YpPOBHS 3alMIIEHHOCTH HH()OPMAIMOHHBIX CHCTEMaX MEPCOHANBbHBIX HaHHBIX B
MIPOLIECCE €€ SKCILTyaTalluy.

5 OCHOBHBIE TPEBOBAHMSI K ITPOLIECCAM OBECIIEYEHUS MHO®OPMAILIU-
OHHOM BE30ITACHOCTHU

MeTou4eckoe pyKOBOJICTBO, pa3paboTKy pelleHHit 10 3amuTe HHPOPMaIKK, CoriacoBa-
HAE BbBIOOpa CpENCTB BBIYHUCIUTENBHOH TEXHHMKH, IIPOrPAMMHBIX ¥ IPOrPaMMHO-
anmapaTHBIX CPEICTB 3alUThl HH(OpPMAlUM, OpPraHU3alui0 paboT MO BBISABICHHUIO BO3-
MOJKHOCTEH ¥ IpeIyPeXIeHAI0 YTeUYKH ¥ CBOWCTB 3alllMINaeMoi uHpOpMalnm, aTTecTa-
1[I0 00BEKTOB HHpOpMaTH3aMHK OCyIEecTBIsIOT coTpyqHukr MAJIOY r. Mypmarcka Ne
123 (YyrmosHOMOYEHHBIE).

®usuyeckas 6e3onacHocTb. [IpuHATHIE OpraHU3allMOHHBIE U TEXHUYECKHUE MEPHI M0 3a-
mure momemernnii MAJIOY r. Mypmancka Ne 123, cepBepHOT0 U KOMMYTallHOHHOT'O 000-
PYZIOBaHHUS, AaBTOMATH3MPOBAHHBIX PabOYMX MECT Ionb30Baresiell HHPOPMALMOHHBIX CH-
ctem MAJIOV r. Mypmancka Ne 123 obecrieunBarOT peajM3aliio CIeayIOMUX Mep 110:
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— pa3rpaHUYeHuIo JocTyna paboTHHKOB B nomeuienus MAJIOY r. Mypmancka Ne 123 B
COOTBETCTBHH C UX MOJTHOMOYHUSMH U JIOJDKHOCTHBIMH 00513aHHOCTSIMH;

— perucrpanyid (HakToB BXona pabOTHUKOB B TOMEILEHHs B KOTOPBIX BeeTCsi 00paboTka
MIEPCOHAIIBHBIX JaHHBIX;

— KOHTpOJIUpyeMOoMYy IpeObIBaHHIO TocTOpoHHUX Ll B MAJIOV r. Mypmancka Ne 123 B
TIOMEIIEHHUs, B KOTOPBIX BeaeTcss 00paboTka HH(OpMaIK OrpaHHYEHHOro JOCTyIa U pas-
MEIIEeHBI annapaTHble CPeACTBa HHPOPMALMOHHON CUCTEMBI;

— OpraHM3alii PeXXuMa KOHTPOJIUPYEMOro BHOCA/BBIHOCA CPEACTB 00paboTKH HH(pOpMa-
nuu. ITomemenus JOVY moimkHBI ObITH 000pyAOBaHbI J€TEKTOPAMH OTHS M [IbIMa, OTHETY-
IIMTEISAMH, CHCTEMaMH KOHIWIIMOHHPOBAHUS BO3yXa, CPEACTBAMH OXPAaHHO-TIOXKApHOM
CHUTHATH3al|H.

OCHOBHOE CepBepHOe U KoMMYyTaloHHoe obopynoBanrne MAJIOY r. Mypmancka Ne 123
JIOJDKHO OBITH 3alIHIIEHO OT repeboeB B rmojayde 3JIeKTPOIHEPrHH IyTeM MOAKIIOYEHHs K
3JIEKTPOCETH C MPUMEHEHUEM HCTOYHHUKOB Oecniepeboiinoro nuranus. Mcrounuku Gecre-
pebOoHOro NMUTaHUsT HEOOXOAMMO PErylisipHO TECTHPOBAaTh U IIPOBEPATH YMOJIHOMOYEH-
HbIM paboTHHKaMm JIOY B COOTBETCTBHHU C PEKOMEHJALUsAMHM IpousBoaurels. [lopraTus-
HBIE TEXHHYECKHE Cpe/ICTBa He JOKHBI OCTaBaThCs 3a MpefeaMu KOHTPOIUPYEMOM 30HbI
JIOVY 6e3 KoHTpOoJIs co cTOpoHbI paboTHUKOB [JOVY.

Be3zonacHocTh Ha paboyem MecTe

3anpernaercss BECTH 3alUCh Iapojieil B OTKPBITOM BHJIE€ Ha MaTepHAIbHBIX HOCHTEINS, 32
UCKJIIOYEHHUEM CITydyaeB, periaMEeHTUPOBAHHBIX METO/IOB XpaHeHHs. JIOKyMEHTBI U HOCH-
Tenu ¢ MHGOpMALHEH OrpaHUYEHHOr0 JOCTyTIa JOIDKHBI YOUpAThCs B Oll€UaThiBaeMble Me-
cra (ceii(sl, mKadbl ¥ T.11.), IPH yXoze ¢ pabodero MecTa.

Ha ABTOMATH3IHPOBAHHOM paﬁoqu MecCTe

IMone3oBatens pabodasi ceccsi HOIDKHA ObITh NpepBaHa, paboumid CTON 3a0JOKMPOBaH.
BxoJ monb30BaTeNls B CUCTEMY HE JOJKEH BBHIMOJHATHCS aBTOMATUUYECKH. J[OKyMEHTHI,
coziepkaie HHPOPMALUIO OrPAaHUYEHHOTO JIOCTYTIA, JOJUKHBI Cpa3dy M3bIMaThCs U3 Ieda-
TaromMXx ycTpoicTs. s yTuiu3auuyu KOHQHIEHIHMANbHBIX NOKYMEHTOB, IOJDKHBI HC-
TI0JIB30BAThCS YHHUTOXKHTENH JOKYMEHTOB He HIDKe 4 YypOBHS IO CTaHZapTy Ge3omacHo-
CTH, MPUMEHSEMOMY K YHHUYTOXHTEJISIM JOKyMeHTOB. [Ipu Hcronb30BaHHH MOOMIIBHBIX
TEXHUYECKUX CPEICTB HEOOXOAMMO cOOIO/IaTh JOMOJHHUTEIbHBIE MEPhI IO perjlaMeHTa-
IIUM ¥ KOHTPOIIO MCIIOJIb30BaHuUs B HH(GOPMAIMOHHOM cHCTeMe MOOUIIbHBIX TEXHHIECKUX
cpenctB. Haxoxaenue npeacraBuTenedl OpHIMYECKHX JIMI[ B paMKaxX HCIOJIHEHHS [10ro0-
BOPHBIX 0053aTeNbCTB B MOMELIEHUSIX B KOTOPHIX BejeTcs 00paboTka uHpopmaluu orpa-
HUYEHHOI'0 J0CTyna WH(POPMAIMOHHON CHCTEMBI, BO3MOXXHO TOJBKO B COIPOBOXACHHH
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pabotauka MAJIOV r. Mypmancka Ne 123, nomymenHoro 10 o6paboTku Takoi uHdpop-
Manuy. Pa3MmelieHne TeXHUYECKHX CpeACTB BbIBoja MH(popMmanuu B nomMemeHusx JJOY
IPOU3BOJMTCS C YYETOM HCKIIIOYEHHs BO3MOXKHOCTH BH3YallbHOI'O IPOCMOTpa HH(OpMa-
[[M¥ TIOCTOPOHHUMHM JIMLIAMU U pabOTHHKaMH, He JOMYIIeHHBIM K paboTe ¢ JaHHOH WH-
dopmanueii. TexHu4YecKue CpeacTBa JOKHBI pa3MelaThesl U XpaHUTLCS TaKUM 00pasom,
9TOOBI COKPATUTh BO3MOXHBIM PUCK MOBPEXIEHHUS U YIPO3bl HECAHKIIMOHUPOBAHHOIO J10-
cryna. Texuudeckoe obciyxuBanue obopynosanus Texundeckue cpencrsa JIOY nomxHel
IIPOXOJUTH Ha PEryJISIPHON OCHOBE CEPBUCHOE 0OCITyKMBAaHUE B COOTBETCTBHH C PEKOMEH-
JAMsIMHU [Tpou3BoauTeNnel o6opynoBanus. PEeMOHT u cepBHCHOE 0OCITy)KUBaHHE 000PYI0-
BaHUS JOJDKHBI BBIMIOJHATHCS TOJMBKO KBAJIM(QHUIIMPOBAHHBIMHU ClielMalMcTaMH. TexHude-
cKoe oOciyxuBaHne 000pyJOBaHUS CTOPOHHUMH OpraHM3alUsIMU HE JOJDKHO MPHBOIUTH
K PUCKY HapyLIeHUs KOHQHIESHIIMAIbHOCTH 3allUIIaeMON HH(POPMaLIUH.

B3aumopelcTBHe ¢ TPETBHMH JIHIAMH

B nemsx obecnieuenusi uHbopmanuonHou 6esomacHoctd MAJZIOY r. Mypmancka Ne 123
IPH B3aUMOJEHCTBUH C TPETBHMH JIML@MH JOJDKEH BBIIOJIHATE CIIEHYIOIIHE MEPOIIPUATHS
1o:

—3aKJIFOYEHHUIO COrjalceHHsA O HeEpasrjlallicHUuH PIH(i)OpMaU,HH OrpaHHYCHHOI'o OOCTyIIa
HOJ'IyquHOﬁ B XOI€ UCIIOITHEHHS JOTOBOPHBIX 0633aT6III:CTB;

—OCYIIECTBIICHUIO KOHTPOJIS 3a ACHCTBUSAMH IIPEACTABUTENIEH KOHTPAreHTOB B Ipejerax
KOHTpospyemo# 3061 JIOY.

YapasjieHue *KH3HEHHbIM LHKJI0OM HHPOPMAIHMOHHBIX CHCTEM

MeponpusTus B Mpolecce XU3HEHHOTO HUKIa HHpopMaHoHHbIX cucTeM MAJIOY
r. Mypmancka Ne 123 moymKHEI OBITH HalpaBlIeHbl Ha 0OecreueHre 3aluThl HH(pOpMaluu
IIpY BBOJIE B JIEHCTBHUE, HKCIUTyaTalliy, COTPOBOXKICHHH U MOJIEPHU3ALNH, BBIBOJA U3 DKC-
ruryataiuid. OCHOBaHHEM IIPU pa3paboTke MHOOPMALMOHHBIX CHCTEM JOJDKHBI SBIISATHCS
pellieHusl PUHSTHIe Ha cTagud GOpPMHPOBaHMs TpeOoBaHHM, ColepKalue TpeOOBaHHs B
TOM YHCJIE 10 cucTeMe 3amuThl HHpopmarun. Jlroboe miaHupyeMoe K BHEIPEHHUIO U3Me-
HeHue UHGOPMAILMOHHON CHCTEMBI NPeBAPUTENIBHO NO/KHO OBITH MPOAHATM3HPOBAHO HA
COBMECTHMOCTh M OTCYTCTBHE HAapyIIeHHI paboTOCIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB
B TOM YHCJI€ CPEJCTB 3alUThl HHPOPMALIHH.

PaGoTel N0 MOAEPHM3ALMH HH(OPMAIHOHHOM CHCTEMbI, B TOM YHCJI€ MO YCTaHOBKE
MPOrpaMMHOr0 ObecredeHnsi 1 OOHOBIEHUH, NO/KHBI TPOBOJIMTHCS B Hepabodyee BpeMs
HJIH BpeMs HauMeHbIlel pabodeii Harpysku. IIpu BbIBOJIe M3 SKCILTyaTaluyu HHbopMaru-
OHHBIX CHCTEM IOIKHO 0OecreunBaThes rapaHTHPOBAaHHOE ynaleHHe oOpabareiBaeMoi K
XpaHMMO! B HHUX MH(OpPMAIMH C MCIOJIB30BAHUEM CPEJICTB rapaHTHPOBAHHOIO YHHUTO-
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KeHUsT MHGOPMALlMK WIH MyTeM (PU3UYEeCKOro YHHUYTOXKEHHS HOCHUTEeNeH HH(pOpMaluH.
Bce npouexypsl obecrniedeHust 3auThl HHGopManuu, ycraHosiaeHHble B JIOY B oTtHoOmIe-
HUHM HHQOPMALMOHHBIX CUCTEM, JOJIKHBI BBIIIOIHATHCA M KOHTPOJIMPOBATHCA OTBETCTBEH-
HBIMH JIMIAMH 38 OpPraHU3aLrio paboT 1o 3amure HHGopMaruH.

Koutpoasb gocryna k uHpopmannoHHbIM cucremam. Bee paboranku MAJIOY r. Myp-
MaHcka Ne 123, momyineHHble K pabote ¢ HH(DOPMAIHOHHBIMH CHCTEMAMH, HECYT IIEPCO-
HAJILHYIO OTBETCTBEHHOCTh 3a HapyIIE€HHUs YCTAHOBICHHOrO Topsika obpaboTku uHOOp-
Mali. YPpOBEHb IOJIHOMOYHH Tosb30Barens B HHGopMaimonHoi cucteme JIOY nomxen
OTpeNENATECA B COOTBETCTBHH C €r0 NOJDKHOCTHBIMU 00s13aHHOCTSMHM. JlocTyn mosyis30Ba-
Tejedt kK uHpopMalMOHHBIM cucteMaMm JIOY noikeH KOHTPONMpPOBATHCS aIMHUHHUCTPATO-
poM HMH(pOpPMALMOHHOW cucTeMbl. OCYILECTBICHHE PEryJISpHOrO KOHTPOJIS BBINIOJHEHHMS
OpraHHM3aIllHOHHO-PACIIOPAAUTENBHEIX JOKYMEHTOB, KaCaroIIMXCsl perjiaMeHTaluy 01Ty CcKa
pabotHukoB JIOY K HHPOPMALIMOHHBIM CUCTEMAM.

HpenTnduxanus 1 ayreHTHPUKALUA

JocTym monp3oBaTesieid K MHPOPMALIMOHHBIM CUCTEMAaM JIOJDKEH IPEIOCTaBIIATECA TOIBKO
T0CI/Ie€ YCIIEIIHOTO 3aBepiueHus uaeHTuukanuy, ayreHtudukauuu. Ilonyuyenue nonsso-
BaTeJleM HMEHH B HH)OPMALIMOHHOW CHCTEME M MMapoJisi, KOTOpble 00ECneunBalOT JOCTYI K
UH()OPMAITMOHHON CHUCTEME, IOJKHO OCYILECTBIIATHCA 110 IPEICTAB/IEHUIO PYKOBOLUTEIS
CTPYKTYPHOIO mojpaszeneHus. Ynpasienue noctynom B MAJIOY r. Mypmancka Ne 123
JIOJDKHO OCYILECTBIISITHCS YIpPaBieHHE NOCTYNOM K MH(POPMALMOHHOM CHCTEME IIOCpE-
CTBOM peaJlu3allii HeOoOXOJMMBIX METOJOB, THMIIOB M IpaBWJl pasrpaHHYEeHHS HOCTyIma
nosip3oBarensaM uHpopmamonHoi cucremsl MAJIOY r. Mypmancka Ne 123. B Tom uucie
obecrieueH 3allMIIEHHBIA yAaleHHbIH HOCTYIl CyOBEKTOB J0CTyrna K 0ObeKTaMm JocTyna
yepe3 BHEIIHUE UHDOPMaIMOHHO-TEIEKOMMYHHUKAIMOHHBIE CETH.

Be3zonacHocTh npH padore ¢ HocUTEAsIMH HHpOpMaLMKU

Pa6orauku MAJIOY r. Mypmancka Ne 123 momxHBI MCIIOIB30BaTh TOJIBKO YYTEHHBIE
ChEMHbIE MAIIMHHBIE HOCUTEIH MH(POPMAIIUH /ISl BHINOTHEHHS CBOUX JOJDKHOCTHBIX 005-
3aHHOCTeH. Mcnonb3oBaHue CHEMHBIX MAIIWHHBIX HocuTened mHbopmanuu B IOV B
MHBIX IeNsX cTporo 3anpeuieHo. CheMHbIE MAlIMHHBIE HOCHTENU HH()OPMALUK ITOJDKHBI
XpaHUTCS B ONEYaThiBaeMbIX IIKadax, B MOMEINEHHSIX B KOTOPBIX IPEdyCMOTpeHa 00pa-
6oTka HHGOpMALMKA OrpaHUYEHHOTo AOoCTyna. B ciydae Kpakd WM IOTEpU ChEMHOIO
MaIIMHHOI'O HOCHTEJ WH(OpMALUH, a TAKXKE MHBIX HHIMIEHTOB, KOTOPbIE MOTYT IIPHBE-
CTH K HapyIIEeHHIO CBOMCTB UH(OPMaIMH OrpaHUYE€HHOI0 NOCTYIA, I0JKHBI TPOBOIUTECS
MEpOIPUATHSI [0 PacCIeIOBaHMIO TakuX MHLHMIAEHTOB. [lpu BbIBOJE M3 SKCILTyaTallMH
CHEMHOTO MalIMHHOIO HOCHTEN sl WH(OpMaIuy, Bce AaHHbBIE, XPaHIIIHECs Ha HeM, JOJIK-
HbI OBITH YIaJIeHbl ONpeNeIeHHOH KOMUCCHEN U3 Yuciia pabOTHMKOB, CPEICTBOM I'apaHTH-
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POBaHHOTO YHUUTOXeHHsI MH(popmaruu. PakT yHHUUTOKEHHS WHPOPMALMA Ha CHEMHOM
MaIllMHHOM HocuTese HHpopMaiuu GUKCUpYyeTcs B akTe 00 YHUUYTOXEHHH HHGOpMAaIHH
CO ChEMHOI'0 MAaIIMHHOro HocuTens uHbopmaruu. Perucrpamus cobpituii B CheMHbIE
MaIlIMHHbIE HOCUTENH UH(GOPMALIMK AOKHA OCYILECTBIATHCS perucTpaldu coobITui 6e3-
OMACHOCTH Ha Bcex KoMmoHeHTax uHdopmamnuonHbeix cucteM MAJIOY r. Mypmancka No
123, B koTOphIX 0OpabaTeiBaeTcs 3amuniaeMas HHGOpMAaIIHs.

AHTHBHPYCHAA 321U TA

B nensx obHapy)KeHHs! U yCTpaHEHHUs BPeJOHOCHBIX nporpaMMm B JIOY HOJDKHBI HCIIOJb-
30BaThCsl CpECTBAa AHTUBHUPYCHOM 3amuThl uMHGQopmamuu. OOs3aTelbHOMY KOHTPOIIIO
CPEACTBOM aHTHBUPYCHOM 3aluThl HHPOPMALIUHU JOJDKHA MOIeKaTh Jro0as HHpopManus
(TexcroBele (haitnibl MOObIX GopMaTOB, (Baityibl JaHHBIX, UCIIOMHsAEMBIE (aiiiibl), oTydae-
Masi ¥ TiepeiaBaeMas 10 JIOKaJIbHOW BBIYMCIIUTENILHON CETH B TOM YHCIE H CETAM 00LIero
NOJIB30BaHuUs, a TaK)Ke WH(pOpMalUs, XpaHUMasi Ha CbEMHBIX MAIIWHHBIX HOCHUTEISX WH-
¢dopmanuu. Ilpu yctaHOBKe mporpaMMHOro obecriedeHus: Uiu ero oOHOBIIEHHs Ha CeBep-
HOe O00opynoBaHHME AOJDKHA AaBTOMATHUYECKM BBINIOJIHATHCS MpeJBapUTelbHas IIpoBepKa
JJAaHHOTO TPOrpaMMHOI0 oOecre4YeHHuss Ha OTCYTCTBHE BpEJLOHOCHOTO IPOrpaMMHOI0
obecneyenns. O6HOBIEHHE 6a3 CUTHATYp [UIS CpEeACTBa aHTUBHPYCHOM 3aIlMTHI UHGOD-
MAIl|H JOJDKHBI OOHOBISATHCS exenHeBHO. [Tonb3oBarenu 6e3 mpaB aAMUHUCTPATOpPa MH-
dbopmanuonnoit cucremsl JIOY He HOIKHBI UMETh BO3MOXKHOCTB ITOIYyYE€HHs NOCTyIa K
KOHGHTYpalii aHTUBHPYCHOTO CPEACTBA 3alUThl MM ero oTkioueHus. KoHTpons 3a-
[IMIIEHHOCTH TIEPCOHAIBHBIX JaHHBIX B IeNnsX UCKII0YEeHHsl IKCIUTyaTallui ysI3BUMOCTEH
IIPOrpaMMHOro obecriedeHus JOMKHBI MPOBOAUTCSA PabOThI 110 BBIABIEHHIO, aHATU3Y ysi3-
BHUMOCTe WHOOPMALMOHHON CHCTEMbI M OMEpaTUBHOE YCTPaHEHME BHOBH BBIABIEHHBIX
ysi3BUMOCTei. B ToM 4mciie opranu3aliys KOHTPOJIS YCTaHOBKH OOHOBJIEHH S IPOrPaMMHO-
ro obecrniedeHus BKIIIOYasi CPEACTB 3alUThl HH(POPMALIUH.

Hcnosib30BaHue NPOrpaMMHOIo odecneyeHust

Bei6op mporpaMMHOro obecriedeHus s Npou3BOACTBEHHBIX HYX I JJOY momkeH mpous-
BOJIUTECS B MPHOPUTETE K OT€YECTBEHHOMY, BHECEHHOrOo B ENHMHBIN peecTp POCCHUCKUX
IporpaMM Jjisi 3JIEKTPOHHBIX BBIYMCIMTENIBHBIX MAllMH M 0a3 JaHHbIX. B cimydae oTcyT-
cTBUsl aHaysora B EQWHOM peecTpe pPOCCHMCKHX MPOrpaMM AJis 3JIEKTPOHHBIX BBIYMCIIH-
TeNBHBIX MAIlMH ¥ 0a3 JMaHHBIX JIOIYyCKAeTCsl UCMONIB30BaTh MPOrPAMMHOI0 obecreyeHue
MMITOPTHOTO ITPOU3BO/CTBA.

HcnoJib30BaHue CpecTB KpUnTorpaduyeckoi 3amursl HHGopMaLHH
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ObecrieyeHue 3alUThl HHPOPMALMHM OTPaHHUUEHHOr'0 AOCTYNa OT PAacKpPbITHS, MOIU(HKa-
LMK ¥ HaBs3bIBaHUs (BBOJA JIOXKHOM MH(OpMaLIMK) NpU ee nepenayde (MOAroToBKe K nepe-
Jaue) 1o KaHajaM CBS3M, MMEIOLIMM BBIXOJ 3a Mpeaesibl KOHTPOJIUPYEMOM 30HEI obecrie-
YMBAETCS MPUMEHEHHEM CpeJICTB KpunTorpapudeckoi 3aummrtel uHbopmanuu. [Iprobpe-
TeHHEe cpeAcTB Kpunrorpaduueckor 3amuthl uHGopmauuu JOY ocyiuectsisercs Ha oc-
HOBaHWH JOTOBOPOB M KOHTPAKTOB C JIMLIAMU HMEIOIIUMU el cTBYOMYO JuLeH3uio OCh
Poccum Ha ocylecTBieHUe NesATebHOCTH 10 pa3paboTke, NPOU3BOACTBY, paclpocTpaHe-
HHUIO MWHGPOBAIBHBIX (KpUNITOrpaUUecKux) CpeAcTB, HH(POPMAIMOHHBIX CUCTEM U Telle-
KOMMYHHKAI[MOHHBIX CUCTEM, 3aIIUIIEHHBIX C UCTIOJIh30BAaHHEM IIH(PPOBAIBHBIX (KPUIITO-
rpaduuecKux) CpPelCTB, BHINOJIHEHUIO paboT, OKa3aHWIO yCIyr B 00NacTH LIM(ppPOBaHHS
uH(OpMAIIUK, TEXHUYECKOMY OOCITy)KUBaHUIO HIH(POBATBHBIX (KpUNTOrpadMIeCcKuX)
cpencTB, HHGOPMAIIMOHHBIX CUCTEM U TENIeKOMMYHHKAILIMOHHBIX CHCTEM, 3aIlMIIEHHBIX C
HCIIOJIb30BaHWeM MUDPOBATBHBIX (KpunTorpaduueckux) CpeacTB (3a UCKIIOYEHUEM CITy-
yasl, eClId TEXHUYECKOoe OOCIy)XKHBaHHE IH(POBANBHBIX (KpHUITOrpaguyecKux) CpescTs,
HH(OPMALIMOHHBIX CHCTEM M TeJIEKOMMYHHKAIMOHHBIX CHCTEM, 3alLHUIIEHHBIX C MCIIO/b-
30BaHHEM MIHGPPOBATBHBIX (KpUnTorpapuieckux) CpeicTB, OCYLIECTBIsIeTCA i obecrne-
YeHHUsI COOCTBEHHBIX HYKJI IOPUAMYECKOro JIMLA MJIM MHAWBHYaJIbHOTO NMpeANpruHAMaTe-
ns1). B mensix opranmzaiuy ¥ obecriedeHHH nepenayd MHGOpMaLUH MO KaHajlaM CBS3H C
UCIIOJIb30BaHUEM CPEACTB KpunTorpaduyeckoi 3amuTsl HHGOpMALKH, a TAKKE BhINOJIHE-
Hus JuieH3noHHbIX TpedboBanuit ®Ch Poccun B JIOY nomkeH ObITH CO3/1aH OpraH KpHII-
torpaduyeckoit 3amuTel. [Topransheie pemenus JJOY ¢ BO3MOXHOCTBIO JIOCTyIa C CETEH
00IIero moyb30BaHMs JOJKHBI B MPUOPUTETE pa3pabaTbiBaThCs C OpraHu3aldel 3anu-
LIEHHOro KaHana rnmocpeactsom nporokona TLS ¢ nognepxkkoit anroputmos ['OCT 34.10.

Hcnosib30BaHHE 3JIEKTPOHHOH MOYTHI

DNeKTpOHHAs 10YTa JOJDKHA ucnoib3oBaThesi B MAJIOY r. Mypmancka Ne 123 ¢ uensro
opraHu3alnyy oOMeHa 3JIEKTPOHHBIMH COOOLIEHHSMH MEXITy PabOTHHKaMH M CyObeKTaMu
uHpopmanroHHo#i Oe3onacHocTH. [IpH MCONBE30BaHUM 3JIEKTPOHHOM MOYTHI 3ampeiiaer-
cs:

— 06MeH uHpOpMalel Uis CITy)kKeOHOTO MOJIb30BaHUs, a TaKKe MH(pOpMalue orpaHu-
YEeHHOI'O JIOCTYIa,

— NpefoCTaBlIeHUe IOCTYIAa K SJNEKTPOHHOH IOYTEe C MCHOJIb30BaHUEM MAaHHBIX CBOEH
Y4EeTHOM 3alliCH TPEThUM JIULIAM,

— myOJIMKALKs CBOETo CIIy»KeOHOro ajipeca 3JI€KTPOHHOM MOYTHI B 3JIEKTPOHHBIX KaTallo-
rax, Ha MOMCKOBBIX MalllMHAX M IPyTUX pecypcax ceTd MIHTepHeT B 1eNsiX, He CBS3aHHBIX C
WCIIOJIHEHHEM CBOMX JIOJDKHOCTHBIX 00s3aHHOCTEH;
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— MOANKCKA IO ANEKTPOHHOU MoYTe Ha pa3InyHble PeKJIAMHBIE MaTe€pPHAJIbI, JIUCTHI pac-
CBUIKH, 3JIEKTPOHHBIC JKypHaJdbl U T.I., HE CBS3aHHBIE C BBITIOJIHEHHEM I10JIb30BATEIEM
JO/DKHOCTHBIX 00SI3aHHOCTEH;

— OTKpBITHE (3aITyCcK Ha BBINOJIHEHHE) (HaiiyioB, MOTYYEHHBIX M0 3JIEKTPOHHOM IoYTe MU
u3 pecypcoB cetd MHTepHeT, 6e3 mpeaBapUTeNbHON MPOBEPKH MX AHTUBHPYCHBIM IIpPO-
rpaMMHBIM O0O€CIIEYEHHEM.

PaboTta B ceTax obmero nons3oBanusa OV octaBiser 3a co0oit mpaBo OI0KMPOBAaTh WIH
OTrpaHUYUBAThH JOCTYI pabOTHHUKAM K CETSIM CBS3M OOILEro Mojb30BaHHUs, B TOM YHUCIIE Ce-
i HTEpHET, conep)kaHne KOTOPBIX HE UMEET OTHOLIEHUS K MCIOJIHEHUIO JTODKHOCTHBIX
00s13aHHOCTEH, a Takke K UHPOPMALMOHHBIM pecypcaM, COIep)KaHUEe U HaIpaBI€HHOCTh
KOTOPBIX 3alpelieHbl 3aKoHoaTenbcTBOM Poccuiickoit @eneparuu. Mapopmarus o no-
cemaembix paborHukamu MAJIOVY r. Mypmancka Ne 123 uH(pOpMaLMOHHBIX PECypCcOB
IIPOTOKOJIMPYETCSl ISl TOCIEOYIOEero aHanu3a W, NpUd HEoOXOAUMOCTH, MOXET ObITh
IpeJcTaBjieHa PYKOBOAMUTENSM CTPYKTYPHBIX IOJApa3/ielieHuH, a TakkKe pPYyKOBOIMUTEIIO
MAJIOY r. Mypmancka Ne 123 mist KOHTpOJIS.

Hpﬂ HCIOJIB30BAHHH CETH I’IHTepHeT 3anpemeHo:

— HcnoJib30BaTh npefoctasieHubid JJOY noctyn B cete MHTEPHET B JIMYHBIX LENAX;

— WCIIOJNIb30BaTh HECAHKIIMOHUPOBAHHBIE IPOrpaMMHbIE U IPOrpaMMHO-alapaTHbIe
CpeJiCTBa, MO3BOJISIONIME MOYYUTh HECAHKIIMOHUPOBAHHBIN ocTyn K ceTH HTepHeT;

— myOnMKOBaTh, 3arpy’XaTh U PaclpOCTPaHATL MAaTEepPHUalbl COAEPIKAIIME HETOCTOBEPHYIO
undopmanuro o 10V, a Taxxke danscupunuponars csoi [P-anpec. PesepsHoe konuposa-
HHE W BOCCTaHOBJIeHHEe MaHHbIX OCyIIEeCTBIEHHE PEe3epBHOIO KOMMPOBAHHS JIOJDKHO OCY-
LIECTBIATHCS JUIS:

— wuHpopMaiu oOpabareiBaeMoil Ha (aillIoBOM cepBepe U cepBepe NPHUIIOKEHHMH, HH-
(OpMaIMOHHON CHCTEMBI;

— pabo4YuX MECT aIMHHUCTPATOPOB HH(MOPMAIIMOHHON CHCTEMBI.

YacToTa M PEXHM PE3epBHOTO KOIMUPOBAHMS YCTaHABIMBAKOTCS TakUM 00pasoMm,
4yTOOBl 00ECIEYNTh MUHUMAIBHYIO TOTEPI0 NaHHBIX M ONEpaTHBHOE BOCCTAHOBJICHHE.
HacTpoiika pe3epBHOTO KOIMPOBAHUS H BOCCTAHOBJICHHS PECYPCOB MH(POPMAIIMOHHBIX CH-
creM JIOY nomkHBI MPOBOMUTE ymoJHOMO4YeHHbIe paboTHUKU JIOY. PesepBHOE KOMUPO-
BaHHE JIOJDKHO OCYIIECTBJIATECS B aBTOMAaTUYECKOM PEeXUME ¢ IPUMEHEHHEM OTE€YECTBEH-
HOT'O CHEIHaTM3HPOBAHHOIO CPEICTBa Pe3epBHOIO KOMHUPOBAHUs C JEHCTBYIOUIMM CEPTH-
¢uKaToM coOoTBETCTBH: IO TpeboBaHMAM 6e3omacHocTH HH(popmannu PCTIK Poccun.

6. OCHOBHBIE TPEBOBAHMS K IPOLIECCAM VYIIPABJIEHUSI MH®OPMAILIU-
OHHOM BE30ITACHOCTBIO
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MoHHTOPHHT HHPOPMALIMOHHOH 0e30MacHOCTH

Ha mocTosiHHON OCHOBE JOJDKEH MPOBOIUTHCS KOMIUIEKCHBINA aHamu3 (yHKIHOHH-
poBanus uHGOpMaruonHOH cuctemb! JJOY U BO3HUKAIOMIKUX COOBITHH HH(MOPMALIMOHHOM
Ge3omacHoctd. IIporiecc MOHUTOpPHMHIa CHUCTeMBI oOecredeHus: MH(OpMaLMOHHOU Oe3-
OITAaCHOCTH JOJDKEH BKJIIOYATh B ce0si KOHTPOJIb OPraHU3alMOHHBIX U TEXHUYECKHX MED 110
3amuTe HHQOpPMAaLMK, aHAJIU3 MapamMeTpoB KOH(UIypallid U HACTPOMKH CPEACTB 3alllUThI
uH(popmanuu. [Ipu npoBeAeHNH KOHTPOIBHBIX MEPOIIPUATHH, CBSI3aHHBIX C OLIEHKOH pea-
nu3anEe Mep no 3ammre uHbopmanuu B IOV, ynomHOMOueHHBbIE paOOTHUKH JOJKHBI
NPUAECPKUBATHCS CIIEIYIOIUX IPUHLIMIIOB:

— He Hapyumiath QyHKUHOHHpoBaHHEe AesTenbHocTH MAJIOY r. Mypmancka Ne 123; —
JIEHCTBOBAaTh B COOTBETCTBUHU C YTBEP)KIEHHBIMU OpPraHU3ALMOHHO-PacHOpsAAUTEIbHBIMU
nokymeaTamMd MAJIOVY r. Mypmancka Ne 123 no 3amute #HQOpMaLKH;

— He CKpbIBaTh (haKThl BBISIBICHHBIX COOBITUH NH(DOPMALIMOHHON 6€3011aCHOCTH;

— 0ohOpMIIATH OTYETHI, MOATBEPHKAAIOLINE BBITOJHEHWE MEPONPUSATHH 110 3allMTe HH-
(dhopManuH.

Hudopmarys, nomydeHHas B X0/i€ TIPOBEIeHHSI KOHTPOIUPYIOIIUX MEPONPUATHH O
IEUCTBHX, COOBITUAX U MapaMeTpax, HMEIOIIMX OTHOIIEHHE K pealu3alii Mep 1o 3alliy-
Te HHpOPMaIHH, JODKHA KOHCOIUAUPOBATECS M XPaHUTBHCS B MeCTaX, HCKIIIOYAIOUIMX 10~
JydeHHe K Hel HeCaHKLIMOHMPOBAHHOI'O AOCTyna. MOHHTOPHHI JJAHHBIX O 3apPErMCTPHPO-
BaHHBIX COOBITHSX MH(POPMAILMOHHON O€30MacHOCTH NOMKEH MPOBOAUTHCS, IO BO3MOXK-
HOCTH, C HCIIOJIb30BAaHUEM CHUCTEMbl MOHUTOPHMHIAa MHLUAEHTOB HH()OpMaIMOHHOW Oe3-
OIIaCHOCTH WJIM BCTPOEHHBIX MEXaHU3MOB HACTPONKHU U aynuTa COOBITHH B MPOrpaMMHBIX
U IPOrpaMMHO-aNIapaTHbIX CPEICTBaX, HCIOIb3yEMbIX B HH(OPMAMOHHOH HHppaCTPyK-

type JOYVY.

YnpaBijieHHe pHCKAMHU

Omnpenenenre BHYTPEHHUX TpeOoBaHMH 110 3ammTe HHGOPMALUH, JOJKHO OCHOBBI-
BaThCsl HA pe3ysbTarax [MPOBEICHHUs aHATHW3a PHCKOB HapyHIEHHUs OCHOBHBIX CBOMCTB 6e3-
omacHOCTH i mHMopMauoHHBIX pecypcoB JIOY. OcHOBOI OLIEHKH PHCKOB HOJDKHA
OBITH OLIEHKA YCJIOBHH U (DaKTOPOB, KOTOPbIE MOTYT CTaTh NPUYHHOM HAPYIIEHHs [IEJIOCT-
HOCTH, KOHGHIEHIMATBHOCTH U JOCTYITHOCTH U1 HH(OpPMaMOHHBIX pecypcoB JIOY. Pe-
3yJBTaTOM ITIPOBEIEHUS aHAIN3a PHCKOB JOMKEH OBITh pa3spaboTaHHbIH KOMILIEKC Mep,
HamnpaBJIeHHBIX Ha CHU)KEHHE BO3MOXKHOTO HEraTMBHOI'O BJIMSHHs Ha OCHOBHYIO JI€STCIIb-
HocTh JIOY npH peanusanyu TOM WM WHOM yrpo3bl Ge3omacHOCTH MHpOpManuu u obec-
MEYMBAOIIMX B NaJbHEHIIEeM [0CTATOYHbIH YPOBEHb 3allUIIEHHOCTH MH(POPMalMOHHBIX
cuctem 1OV,
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YnpasjieHne HHIMAeHTAMH HHGOPMALIMOHHOI 6e30NacCHOCTH

Jlns o6ecrieyenuss 3G HEeKTHBHOTO paspelieHus UHLIUACHTOB HH(GOPMAMOHHOK Ge3omac-
HocTH B JIOY, MHHUMH3ALUHN TIOTEPs ¥ YMEHBIIEHUS] PHCKA BO3HHKHOBEHMS MOBTOPHBIX
WHIMIEHTOB JOJDKHO OCYLIECTBIISTRCS YIIpaBlieHHe HHUIKUACHTaMH HH(POPMaLMOHHOM 6e3-
ormacHocTd. s ympaBieHHS HHIMIECHTAMH HMHOOPMAIMOHHON 0e30MacHOCTH J0JDKHA
OBITH CO3/1aHa CIIy»0a MOHMTOPHMHIA M peardpoBaHUs Ha HHUMACHTH HHMOPMALMOHHOH
6€e30MacHOCTH, KOTOpasi MOCPEICTBOM KOMIUIEKCa CpPe/ICTB U MEpONpHATHH it cOopa H
KOHCOJNIMIAIMKE HHpopMalpu 00 HHIUAEHTaX peliaeT NaHHYIO 3ajady. B oTHomeHHH
KaXKI0T0 MPOM30IIE/IIer0 HHIUACHTA paOOTHUKAMH U3 CITy)KObI MOHUTOPHUHIA U pearupo-
BaHMs HA MHIUAECHTH HHOOPMALIMOHHOM 6e30MacHOCTH TO/DKEH BBITIOTHATHCS €r0 aHaju3,
U pa3paboTka 3¢ (EeKTHBHBIX MEp pearupoBaHMsl Ha JJAaHHBIA MHIUIEHT.

Aynut cucrembl o6ecnneyenusi HHGOpMaUMOHHO 0e30IIaCHOCTH

B mensix ouleHKH TeKyliero ypoBHs uHGopMauuoHHoi 6esonacaoctu B MAJIOY r. Myp-
MaHcka Ne 123 Ha peryJisipHON OCHOBE MOJDKEH IMPOBOMUTHCS ayAUT UH(POPMALUOHHOMN
Ge3omacHOCTH. BHyTpeHHME ayIOuThl NOJKHBI BBINONHATHCA paborHHkamu MAJIOVY r.
Mypmancka Ne 123. B uucno 3amad, pemaeMbIX NpY NMPOBEAECHUU BHYTPEHHHX ayIUTOB
WH(pOpMaIIMOHHON 0€3011aCHOCTH, BXOIAT:

— c6op ¥ aHaIKM3 UCXOIHBIX JAaHHBIX 00 OpraHU3alMOHHON U (QYHKIIMOHAIBHOM CTPYKTY-
pe HH()OPMAIMOHHBIX CHCTEM, HEOOXOIUMBIX /ISl ONEHKH COCTOSHHS CHCTEMBI 3alMTHI
uHpopmaLuu;

— aHaJIM3 YTBEPXKIEHHBIX OPraHU3allMOHHO-PACIIOPSAUTENbHBIX JOKYMEHTOB II0 3allMTe
uHGOpPMaLMK HA IPEAMET MX MOJTHOTHI U 3(dexTHBHOCTH, a TaKxe GOpMHUPOBAHUE PEKO-
MEeHJIALHi 1Mo UX 10opaboTKe Wiu pa3paboTKH HOBBIX;

— obocHoBaHHEe (HHUHAHCOBOH 3()(HEeKTHUBHOCTH BHOBb NMPUOOPETAEMBIX CPEICTB 3aIUTHI
uHpopMaIuy;

— IpoBepKa MPaBHJIBHOCTH BBIOOpA U HACTPOWKHU CPEICTB 3aIlUTHl MHpOpMaLuy, HopMu-
pOBaHUE TPEMIOKEHNH 110 HCIIOIb30BaHUAIO MMEIOIHXCS CPEACTB 3allMThl HHGOPMaIuH
JUISl TOBBIIIEHUS YPOBHS HaIEKHOCTH U Oe30macHOCTH UH(pOopManMoHHbIX cucteM 10V
— aHaIM3 OTYETOB MO MPOM3OLIEIIINM WHIUAEHTaM HWH(GOPMAIMOHHOH 6€301acHOCTH U
MPHUHATEIM MepaMm IO UX Pa3pelIeHHUIO.

IoBbilIeHHE OCBEAOMJIEHHOCTH pAa0OTHHKOB

B paMKax opraHM3al{i KOMIUIEKCHOTO MPOTHBOJEHCTBHS yrpo3aM 6e30macHOCTH HHGOP-
Manuu, uexoasmuM ot paboraukoB MAJIOY r. Mypmancka Ne 123 noinkHa MOCTOSIHHO
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[OBBIIIATECS WX OCBEJOMJIEHHOCTh B 00JIacTH 3amuThl HHGopManuu. [loBeiieHre ocBe-
nomteHHOCTH pabotHukoB JIOY ocyiecTsisgercs:

—10 cymecTByomuM B JIOY opraHu3anoHHO-pacopsAUTENIbHBIM JOKyMEHTaM; —I10
npumMensiemMsiM B JIOY Mepam 3amuTsl HUHGOPMALUK; —I10 IPABUIILHOMY HCIIOJIB30BaHHIO
CPeACTB 3aLUThI UH(POPMAITHH.

7 3AKJIIOYEHHME

ITpy W3MeHEeHHM IeHCTBYIOIIEro 3akoHojaTenbcTBa Poccuiickoit @enepannu B obnactH
3amuThl HHQOPMALIMHU, @ TaKXKe OpraHH3alMOHHO-PaCHIOpPAIUTENbHbIX AoKymMeHTOB JIOY
Hactosmas [TonuTHKa ¥ M3MEHEHUs] K HEd NMPUMEHSIOTCS B YacTH, HE NPOTUBOpeYallei
BHOBb TMPUHATHIM 3aKOHOAATENbHBIM U UHBIM HOPMAaTHBHBIM aKTaM, a TaK)Ke BHYTPEHHHM
nokymenTaM JIOY. Bee TpeboBanus, yCTaHOBIEHHBIE IEHCTBYIOIIMUM 3aKOHOAATEILCTBOM
Poccutiickoit denepanuy, MoA3aKOHHBIMH aKTaMHU U JOTOBOPHBIMHM OTHOILIEHHUSIMH, a TAKKE
noxxon JOVY k obecreyeHHI0 COOTBETCTBHS THM TPeOOBAHHUSAM HOJDKHBI OBITH SIBHBIM
o0pa3oM orpejiesieHbl, JOKYMEHTUPOBaHbI ¥ MOJNEPKUBATHCA B aKTYaJlbHOM COCTOSTHHH.
JIOY B NpHOPUTETHOM HAIpaBJIEHUH JIOJDKEH PacCMaTpPHBAThCs MEPEXOJ MPOrPaMMHOI0
obecrieueHre OTEYECTBEHHOI'O MPOU3BOAUTENS, BKIIOYEHHOTO B €UHBIA PEECTP POCCUM-
CKMX IPOrpaMM IUIsl SJIEKTPOHHBIX BBIYUCIUTEbHBIX MAIIUH U 0a3 NaHHbIX. B ToM uncne
[0 YacTH CEPBEPHOro, KOMMYTAI[MOHHOIO OOOpYJOBaHHUS M IPOrpPaMMHO-alNapaTHbIX
CpeICTB, BKIIOUEHHBIX B EMUHBIN peecTp pOCCHHCKON pajMO3JEKTPOHHON MPOAYKIIWH.
IlepecMOTp ¥ BHECEHHE H3MEHEHHH B HAacTOAIIy0 IToMuTHKY OCYIIECTBIISIFOTCS Ha TIEPHO-
JIIAYECKO ¥ BHEIUIAHOBOW OCHOBE.
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